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How to get Everyone Speaking the 
Same Language



What is
Risk Management

Per subclass 3.24 of ISO 14971: 2019
[The] systematic application of management 
polic es , proc edures  and prac tic es  to the task  
of analy z ing, ev aluating, c ontrolling  and 
m onitoring risk .



Why do we need 
Risk Management?
Central to FDA Approval Process and EU MDR

⚬ 21 CFR Part 820.30(g)

⚬ MD R  A rtic le 10 , 2

Key aspect of IEC 60601 / IEC 61010 / ISO 14708-1



Why Implement 
Risk Management?

Identifies problems early

T riages  problem s

B uilds  c onsensus  on how  to fix  problem s

C om m unic ates  how  problem s are m anaged

F oc uses  testing effort

H elps  y ou know s w hen y ou've done enough



Central to the process are the steps of 
analyzing, evaluating, and controlling

Frequent issues in 

this  proc ess  inc lude 

getting every one to 

understand the 

term inology  and the 

struc ture of the 

analy s is



Risk

Combination of the probability of 

oc c urrenc e of harm  and the sev erity  of 

that harm

Harm 

Injury  or dam age to health of people, or 

dam age to property  or the env ironm ent

Severity

Measure of the poss ible c onsequenc e of 

a  haz ard

Per subclauses 3.18, 3.3, 3.27 of ISO 14971: 2019, 



Hazard

Potential source of Harm

Hazardous Situation

C irc um stanc e in w hic h people, property  

or the env ironm ent is/ are ex posed to one 

or m ore haz ards

Per subclauses 3.4 & 3.5 of ISO 14971: 2019, respectively



Risk Control

Process in which decisions are made and 

m easures  im plem ented by  w hic h risks  are 

reduc ed to, or m aintained w ithin, 

spec ified lev els

Residual Risk

R isk  rem aining after risk  c ontrol 

m easures  hav e been im plem ented

Safety

F reedom  from  unac c eptable risk

Per subclauses 3.5, 3. 21, 3.17, & 3.26 of ISO 14971: 2019, respectively



These terms and the process can certainly seem cryptic

H av ing a  m ental m odel helps  ev ery one understand the term s 

and the proc ess  better



All aspects of risk management

c an be ex plored by  analy z ing the

risks  of c ross ing a  res identia l

street.

Crossing the
Street



Harm

The injury received by being struck by a 

c ar, e .g . blunt forc e traum a

Severity

H ow  bad is  the injury  rec eiv ed by  being 

struc k by  a  c ar, e .g . c uts/ bruises , broken 

bones , etc .

Hazard

Mov ing objec ts*

*Derived from examples in Table C.1 of ISO 14971



Hazardous Situation

Pedestrian in the path of on -c om ing 

traffic

Risk

E v ery one w ould agree blindly  stepping 

into the street is  ‘r isky ’, i.e . not Safe ( not 

free from  unac c eptable risk)

*Derived from examples in Table C.1 of ISO 14971



Risk Control Measures

• Looking both ways prior to stepping 

into the street

• Waiting for an approaching car to 

pass when one is approaching

• Requiring drivers to yield to 

pedestrians in the street

• Speed limits

• Zoning rules for visibility

• Streetlights



Residual Risk

If the previous Risk Control Measures are applied, most would 

agree the risk  of c ross ing the street is  ac c eptable, i.e ., Safe ( free 

from  unac c eptable risk)



Probability of
Occurrence

How likely will HARM O c c ur?

C an be broken dow n into tw o P robabilities : 

 ( A s  disc ussed in C .1 of IS O  14 9 71: 20 19 )

P 1 -  P robability  that a  HAZARDOUS SITUATION oc c urs

P 2 -  P robability  of HAZARDOUS SITUATION leading to HARM

O verall P robability , P , is  P 1 * P 2



From our ‘crossing a residential street’ example: 

How probable is it that there will be an oncoming car when the 

pedestrian steps into the street?

• Occasionally there is a car driving down the street

• Guess: 10 cars / day

P1 - Probability that a HAZARDOUS 
SITUATION Occurs



From our ‘crossing a residential street’ example: 

How probable is the type of injury to occur if the pedestrian is 

struck by an on-coming car, in increasing levels of SEVERITY?

• Cuts & Bruises: Pretty high, ~100% of the time

• Sprains & Broken Bones: Slightly less likely, easily 50% of the time

• Internal Injuries Requiring Hospitalization: Less likely, maybe 10%

P2 - Probability of HAZARDOUS 
SITUATION leading to HARM



Combining P1 & P2:

• Cuts & Bruises: ~10 times / day.

• Sprain & Broken Bones: ~5 times / day.

• Internal Injuries requiring hospitalization: ~1 time / day

Probability of Occurrence



How Risk
Controls Work

Risk Controls work in one of three ways:

• R educ ing P 1 ( e.g . R educ ing the P robability  of a  P edestrian entering the 

H az ardous S ituation of being in the path of onc om ing traffic .)

• R educ ing P 2 ( e.g . R educ ing the S everity  of H arm  by  lim iting vehic le 

speed.)

• Interrupting the sequenc e of events  ( e .g . R em oving the need to step 

into the street.)



How do we start a Risk 
Management File? 

Intended Use / Purpose defined ( See 5.2 of ISO 14971 ) : 

• W hat it’s  for?

⚬ C ross ing E x am ple: S afe trans it of P edestrians  and V ehic les  on loc al s treets

• W ho it’s  for?

⚬ C ross ing E x am ple: A ll am bulatory  indiv iduals , inc luding w heelc hair users

• W hat’s  the env ironm ent?

⚬ C ross ing E x am ple: O uts ide env ironm ent, day  /  night, a ll seasons

Basic description of device / system ( See 5.3 of ISO 14971 )

• C ross ing E x am ple: T y pic al pav ed res idential s treet, w ith s idew alks , lined w ith s ingle fam ily  hom es, in a  

m unic ipality  that prov ides  serv ic es  and enforc es  law s  /  regulations

Criteria for Risk Acceptability ( See 6 of ISO 14971 ) , ty pic ally  a  R isk  A c c eptability  Matrix



How do we organize a 
Risk Management File? 

Hazard Analysis: What Hazards are inherent in use of the device is the intended application?

• Crossing Example: What can go wrong when crossing the street?

Design FMEA(s): What about the device / system can go wrong? 

• Crossing Example: What can go wrong with the car, e.g. cracked windshield, worn tires, faulty 

brakes? What can go wrong on street / in neighborhood that can cause Harm, e.g. streetlights failing, 

overgrown bushes?

Use FMEA: What mistakes can the Patient / Caregiver / Operator commit?

• Crossing Example: What errors can the vehicle driver / pedestrian make?



Reasonably Foreseeable Misuse

Use of a product or system in a way not 
intended by  the m anufac turer ( 3 .9 ) , but w hic h 

c an result from  readily  predic table hum an 
behav ior.

…inc ludes  the behav ior of .... lay  and profess ional 
users .

…c an be intentional or unintentional.

Not necessarily malicious misuse.

Per subclauses 3.15 of ISO 14971: 2019, respectively



Hazard Analysis Structure
Here are a couple of lines for a ‘Crossing the Street’ Hazard Analysis:



Design FMEA Structure
Here are a couple of lines for a ‘Crossing the Street’ Design FMEA:



Use FMEA Structure
Here are a couple of lines for a ‘Crossing the Street’ Use FMEA:



• A collection of Risk Control Measures, in the form of requirements that specify key features 

needed to make a Safe system

⚬ Design

￭ C ross ing  E x am ple: Z oning  rules , s treetlig hts

⚬ L abeling

￭ C ross ing  E x am ple: S peed lim its . P lay g round /  S c hool Z one S ig ns

⚬ T raining

￭ C ross ing  E x am ple: L ooking  both w ay s , w aiting  for c ars  to  pass , y ield  to  pedestrians

• Team consensus on what the system needs to have / do for safety

What is the
output?



• Communicates to all stakeholders how Hazards / Failure Modes / Use Errors are managed.

• Comparing concept hardware with requirement list shows where there is work to be done.

• Unmet requirements trace to risk items - Organizing unmet requirements by risk allows 

high-risk items to be prioritized.

• When problems come up

⚬ If the RMF already captures the issue the team already knows what the risk is and what RCMs 

address the problem. 

⚬ If not, the RMF will need to be updated with this new information, which will ensure the team 

knows how we address the new problem.

What is the
output?



• Means to focus test effort

⚬ Design requirements tested by simulating Failure Modes where requirements are linked

⚬ Use FMEA is starting point for Human Factors testing

• System / device risk profile that communicates if the device acceptable

When the device meets claims and the risk control requirements,

your product is ready to submit!

What is the
output?



Questions?

sunriselabs.com



Risk Estimation
Defining Levels of Severity



Risk Estimation
Defining Levels of Probability



Risk Estimation
An example Risk Acceptability Matrix:
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